
9 November 195^ 



MEMORANDUM FOR: SR/COP 

SUBJECT ; Control and Compromise Indicators in Message No. 

7 from CAMBARO/2 

The subject message contains the following indicators; 

a. In the overt text the date is written 22./X.5^.g« 
in order to show freedom from control . 

b. The covert message is signed "ARTUR" misspelled 
correctly in order to show freedom from control . 

c. The period after "NR" in the covert text is omitted 
in order to show freedom from control . 

d. At the conclusion of the covert text the date is 
written to the right of the signature and in the 
proper form (23/x 5^.) in order to show freedom 
from control . 

e. The first word of the third sentence of the covert, 
text begins with "A" in order to show freedom from 
control. 











. -^S/VCE NO. 7 (FRCfi G/U^!B;iRO 2) ' ' ' 

(See attached Memo for control and compromise indicators) 

Continuation (of Message Nr. 6) ('HIE FOLLCViLNG ARE) SIX CONTROL AIs’D 
COMPROMISE INDICATORS FOR (AECOB U'S)S/W MESS/iGES. IN THE OFidlT TEXT: 

THE SECaiD OR THE THIlffl SENTENCE MUST CCNT/J.N FIVE V/ORDS. IN THE COVERT 
TEXT THE SECOND OR THIRD SENTENCE l^UST CCi''TAlM IHE SYLLABLE "d".'’ (KEY 
INDICATOR). UPON RECEIVING THE CHALLENGE WORDS "L/.IKRAKSTS" (NEWSPAPER) 

OR "SPEJAS" (ABILITY) HE WILL REPLY NCi'lSEI'!3ICALLY. UPON RECEIVING THE 
CHALLENGE "ATTALUMS” (DISTANCE) HE WILL REPLY WITO A DIFFERENT LOCATION 
OR DIRECTION. IN THE EVENT A GEIRJINE QUESTION IS DESIRED, THESE WORDS 
WILL BE USED INSTEAD: "AVIZE" (NEl^fSPAPER )"D0T1MS" (ABILITY) "DISTANCE" 

(DISTANCE) AND THE SIGl'JATURE (SPCDRA) VBILL EE MISSPELLED. I WILL SHORTLY 
BEGIN TRAINING (AECOB k) IN W/T. SEND ME A > SIGNAL PLAN ii’OR HIS USE AND 
THE SCHEDULES AND FREQUENCIES OF THE GERH/N TRADJING STATION. AFTER ' . ' 

RETURNING FROM THE EXFILTRATION ATTE2IPT (CAMUSO 2) WAS LEFT ONLY WITH THE 
REl'lAINDER OF HIS EQUIRIENT IffllCH CC'KSISTS OF A RECEIVER AND HIS D-ITERNAL 
S/W ffiK NO. 2. I CAVE HIM MY' SIFiLL SIGNAL-PUN (LTVJANOP), MY DECODE PAD 
NO. 67300 AMD MY ENCODE PAD NO. 93335 * I ALSO CAVE HM HAMBURG ADDRESS— 
IF THIS IS NOT SUITABLE FOR HIS, USE, NOTIFY HIM ADD GIVE HIM A NEIf/ ADDRESS. 

I ALSO GAVE H3M 10,000 RUBLES. I MADE A COPY OF MY LTV/ANOP SIGNAL PUN FOR 
.NOVEI'^BER IN ORDER THAT NO KISUI'^DERST/NDB-v'GS OCCUR. SHOULD I CONTINUE 
CONTACT WITH (CAMUSO 2)? SINCE I HAVE GIFEN AWAY TWO OF MY LETTER-DROP 
ADDRESSES, SEND ME (lE TO REPUCE THEM. BECAUSE OF THE NOVEE-IBER CELEBRA.TION, 

I WILL DISAPPEAR FROM RIGA. I, TOLL BE AT. THE LOCATION ALREADY KNam TO YOU 
AT PURE. FOR THE PRESEJ'IT, UNTIL. I RECEIVE CONFIRMATION OF THE RECEIPT OF ' 
THESE, LEFIERS (PIESSAGES 6 AND 7) I WILL LISTEN ON THE ASTERICK DATES ACCORDING 
TO BOTH SIGNAL PUNS. IN GENERAL, DURING THE WINTKR 1 DON'T INTEND TO CaiE 
TO RIGA EXCEPT I 1 JHM ABSOLUTELY NECESSADY. ll'MEDIATELY PRIOR TO EXFILTR/ikoN 



I LEFT THE FOLLOV/ING RECOGNITION SIGNADS WITH AECOB 5 "DOES PETROVES V/ORK 







K jir 



HERE?" ■ HE WILL M;PLY, "NO, HE LIVES ON a'lUJAS lELA". I NCvV LE/iYE HBl 
(AECOB 5) AMD :.iO NOT UTEND TO RECONTACT HI , EECAUSE IN CCMIEGTIGN V/ITH 
THE PREPARATiaiS FOR EXFILTR/iTiON /*'D DUE TO MY UTER RETURN, HE HAS 
BKCa-lE TOO WITTING. HE IS A GOOD FELLOW WHO CP.N RE UTILIZED BY SCMEONE 
ELSE. “niERE IS ABSOLUTELY NO QUESTION TIiAT Iffl WILL RECEIVE AND SUPPORT 
ANYONE. ITIOM NOW ON I WILL BE LOCATED AT SVERDLOVA lELA 7-15, RIGA, C/O 
ERIKA ZVIRGZDINS. M Ca'INECTiai WITH MY UNSUCCESSFUL EXFILIRATION AND 
THE U1<IEXPECTED RETURN TO OPERATIOl'IAL ACTIVITY, I HAVE LOST TRACK OF THE 
CONTENT OF OUR MESSAGES, THEREFORE, GIVE KE QUEST ION i.^CRI TIC ISIHS AND 
DIRECTIQIS FOR FUTURE ACTIVITY. BI COMv^ECTION WITH MY FINANCES I MUST 



REPORT THAT ilFTER OUR RETURN I GAVE (CMUSO 2) 10,000 MORE RUBLES, VJHICH 



TOGETHER V/ITH IHE .PREVIOUS AMOUNTS MAICES A TOTAL. OF 28,000 RUBLES. I 
HAVE EXPENDED 15,000 RUBLES MYSELF. I HA’/E A B/LJiNCE OF 26,000 RUBLES 
LEFT. DO YOU APPROVE OF MY HGUSEKEEPiNG (IN UTVIA)? 



/S/ 



23/X.5U 








